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after SIX (6) MONTHS from the mailing date of this communication. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
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2a )^ This action is FINAL. 2b)D This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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4) ^ Claim(s) 1-64 is/are pending in the application. 
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6) |EI Claim(s) 1^64 is/are rejected. 
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8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 
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DETAILED ACTION 

Response to Amendment 

This communication is in response to the amendment of 7/1 1/2008. Accordingly, 
Claims 1-64 are currently pending in the application. 

Claim Rejections - 35 USC § 103 

1 . The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 148 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 

3. Claims 1 -64 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over 
Agarwal et al. (US 2004/0179486), in view of Banerjee (US 20020147722), hereinafter 
referred to as Agarwal and Banerjee. 

Regarding claim 1, 26, 51, Agarwal discloses a method for detecting a substring of 
interest (packet) from a plurality of substrings (packets) that arrives out-of-order 
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(method for segmentation, reassembly and inverse multiplexing of packets, abstract), 
comprising: 

receiving a substring with an index (receive a segment with SARId equal to 1 and 
also having F and L bits set, page 8 [0100]-[0101] and figure 12c); 

determining whether a preceding span exists in a span set (if the F bit is set, as 
determined in step 12c-3, a new reassembly buffer is created, page 8[01 01]). Examiner 
correlates preceding span to mean any previously received segments; 

determining whether a succeeding span exists in said span set (if the L bit is not 
set, in step 12c-8, a search is made for the reassembly buffer and if no reassembly 
buffer is found, the segment is discarded. If the reassembly buffer is found, the 
segment data is appended to the buffer, page 8 [0101]); and 

Agarwal however fails to specifically disclose having a datagram comprise a 
body substring and a header and applying an automation having a list of substrings of 
interest to the body substring of said datagram to determine whether said body 
substring matches one of said substring of interest. Agarwal however discloses of 
segmenting and reassembling segmented packets with the use of reassembly buffers 
(page 8 [0101]-[0102] and figure 12C). In a very similar endeavor, Banerjee discloses a 
method, system, and program product for reassembling fragmented datagram (abstract) 
and further discloses that the datagram comprises a header with an index (page 2 
[0023]) and a body substring (fragmented data, page 2 [0023]) and further discloses the 
ip_id of the datagram fragment with the ip_id's of other fragments already stored in the 
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selected reassembly queue and if there is no matches found in the selected reassembly 
queue, allocate the datagram to the queue (applying an automation (automation of 
determining a match) having a list of substrings of interest (list of fragments already 
stored) to the body substring of said datagram (ip_id representing body substring of 
datagram (datagram fragment)) to determine whether said substring matches on of said 
substring of interest, page 2 [0024]). It would have thus been obvious to incorporate the 
well known concept of determining if a received fragmented datagram matches another 
fragmented datagram stored in a reassembly queue as disclosed by Banerjee into the 
method and apparatus for segmentation and reassembly of packets as disclosed by 
Agarwal in order to efficiently and correctly reassemble fragmented data. 

Regarding claim 2, 27, 52, Agarwal discloses the method of claim 1, wherein if said 
preceding span and said succeeding span do not exist, then said substring is inserted 
into said span set (create new reassembly buffer, 12c-4 of figure 12c). 

Regarding claim 3, 28, 53, Agarwal discloses the method of claim 1 , wherein if said 
succeeding span does exist, then said substring is joined with said succeeding span to 
produce a join span (12c-8 of figure 12c). 

Regarding claim 4, 29, 54, Agarwal discloses the method of claim 3, wherein said 
succeeding span is replaced by said join span (segment data is appended to the buffer, 
page 8 [0101]). 
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Regarding claim 5, 30, 55 Agarwal discloses the method of claim 1, wherein if said 
proceeding span does exist, then said preceding span is joined with said substring to 
produce a join span (12c-8 or 12c-7 of figure 12c). 

Regarding claim 6, 31, 56, Agarwal discloses the method of claim 5, wherein said 
preceding span is replaced by said join span (segment data is appended to the buffer, 
page 8 [0101]). 

Regarding claim 7, 32, 57, Agarwal discloses the method of claim 1 , wherein if said 
preceding span and said succeeding span do exist, then said preceding span is joined 
with said substring to produce a join span (12c-8 of figure 12c). 

Regarding claim 8, 9, 33, 34, 58, 59, Agarwal discloses the method of claim 7, wherein 
said join span is joined with said succeeding span to produce a second join span (1 2c-8 
of figure 12c). 

Regarding claim 10, 35, 60, Agarwal discloses the method of claim 1 , wherein said 
substring is forwarded, while parameters of said substring are stored (page 1 1 [0147]). 

Regarding claim 11, 36, 61, Agarwal discloses the method of claim 10, wherein said 
parameters comprise at least one of a state of said automaton (F and L bit of figure 
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12c), said index (sequence number of figure 13b and 7b), a length of the substring 
(length of packet is defined and prepended to the packet, page 6 [0078]) and a prefix 
(headers, page 6 [0078]). 

Regarding claim 23, 48, 62, Agarwal discloses the method of claim 10, further 
comprising: 

determining whether said forwarded substring is subsequently dropped by a 
target machine (page 1 1 [0143]). Examiner correlates thus to determining if a 
frame/packet has been reassembled properly. 

Regarding claim 24, 49, 63, Agarwal discloses wherein if said forwarded substring is 
subsequently dropped (corrupted packet), then a connection for passing said forwarded 
substring is reset (page 9 [0121]). 

Regarding claim 25, 50, 64, Agarwal discloses wherein said connection is a TCP 
connection (page 2 [0019]). 

Regarding claims 12-22, 37-47 Agarwal and Banerjee fails to specifically disclose that 
the method of detecting a substring of interest is performed as a network monitoring 
function as well as other specified function in claims 13-22. Agarwal however discloses 
of the need for users to expect packet delivery to be transmitted and received in the 
order in which they were sent (page 2 [0020]) and further discloses of bit error rates 
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(page 2 [0016]). It would have thus been obvious to a person skilled in the art at the 
time the invention was made to have the method of segmentation, reassembly, and 
inverse multiplexing of packets, more specifically detecting a substring (segmented 
packet) of interest and what to do with detected segment, as disclosed by Agarwal be 
performed as a network monitoring function in order to ensure the proper delivery of 
packets from source to destination with little or no error. It should further be noted that 
claims 13-22 simply refer to different functions that the method may be performed by. 



Response to Arguments 

1 . Applicant's arguments filed 7/1 1/2008 have been fully considered but they are 
not persuasive. 

2. In response to applicant's argument that the references fail to show certain 
features of applicant's invention, it is noted that the features upon which applicant relies 
(i.e., examining the body substring of a datagram to determine, based on the contents 
of the body substring, whether the substring matches a substring of interest) are not 
recited in the rejected claim(s). Although the claims are interpreted in light of the 
specification, limitations from the specification are not read into the claims. See In re 
Van Geuns, 988 F.2d 1181, 26 USPQ2d 1057 (Fed. Cir. 1993). The independent claims 
simply states applying an automation having a list of substrings of interest to the body 
substring of said datagram to determine whether said body substring matches one of 
said substrings of interest. Examiner thus understands this to mean determining 
whether there is a match between a body substring and a substring of interest. Nowhere 
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in the claims does it specifically state that the specific details/contents of the body 
substring are used to compare with the substrings to determine if there is a match. 

3. Applicant further states that the combination of Agarwal and Banerjee fails to 
disclose the specific limitation of "applying an automation having a list of substrings of 
interest to the body substring of said datagram to determine whether said body 
substring matches one of said substring of interest. Examiner however respectively 
disagrees as the Examiner uses the concepts of Banarjee to show such concepts. 
Banarjee discloses of the use of an ip_id which represents a datagram (datagram ID, 
page 2 [0024]) in which the ip_id of the datagram fragment is compared with the ip_id's 
of other fragments (list of substring of interest) already stored and if no match is found, 
the fragment is the first received fragment from a new datagram (page 3 [0024]). Thus 
Examiner correlates this to applying an automation (comparison) having a list of 
substring of interest (already stored fragments) to the body substring of said datagram 
(through the use of the ip_id which represents the datagram) to determine whether said 
body substring matches on of said substring of interest (if there is a match or not, page 
3 [0024]). It is understood that the ip_id (datagram ID) appears in the fragments header 
as argued by applicant; however the ip_id represents the datagram (and thus datagram 
ID) and is thus used in the determination of a match. 

Conclusion 

4. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 
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A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to NGUYEN NGO whose telephone number is (571)272- 
8398. The examiner can normally be reached on Monday-Friday 7am - 3:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Firmin Backer can be reached on (571)272-6703. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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United States Patent & Trademark Office 
Patent Examiner AU 2663 
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Examiner, Art Unit 2616 



/FIRMIN BACKER/ 

Supervisory Patent Examiner, Art Unit 2616 



